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Step 1:
Build Your Tool Kit
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What Your Tool Kit Should Contain

To be successful in the industry
just like In a penetration test
you need a robust tool Kit.

5 P’s Approach

Research

Entry Level Certifications & Degrees
Developing Basic Aptitudes & Skills

mes
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5 P's Approach
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Research

* Do it early
* Do it thoroughly

* |dentify:
— What the industry wants
— What you want
— Personal strategy that satisfies both

Page 5



Entry Level Certificates

» Select certifications that serve your goal
— Security+
— CEH
— [Others, depending on your goal]
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Basic Aptitudes

* Look for something that sets you apart and
makes you valuable to as an employee

v Problem solving v Public Speaking
v Troubleshooting v Self-Management
v Web-Design v’ Computer Repair
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Step 2:
Conduct Reconnaissance
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Step 3:
Galin Acces
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Getting In the Front Door

Don't give up!

* Instead, try to:
« Set yourself apart
« Escalate your approach
* Widen your net
* Follow up
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Set Yourself Apart

» Define your unigue offerings
— To yourself
— To an interviewer

* Prevents landing in the “slush pile” of
similar applications
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Escalate Your Approach

* Know the industry-standard approach to
the application process

* Know when to push those boundaries

 Know when to stop so you aren’t booted
back out the door
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Widen Your Net

* If at first you don’t succeed ...
— Adapt your standards
— Change your scope
— Evaluate your expectations
— Be flexible

Page 14



Follow Up

* Don't let them “silence” you out the door
— Always follow up

— Continue to do so until you recelve a concrete
answer or next steps
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Step 4.
Escalate Privilege

meterprefer = getsystem
...got system (via technique 1).
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Find Your Niche

« What Is lacking in your organization?
 How can you fill that hole?

“Be as valuable as possible
to as many people as possible”
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What Is Your Goal?

What do you want to be doing in 10 years?

Penetration Security
Testing Architecture
Security Your Own

Management Company
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How do you get there?

* Look at job postings and talk to people
who have that role

* What do you lack that is required for that
position?
— Experience
— Training
— Certification
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Certifications

* Primarily "book knowledge”
« Useful to get to the interview stage

Acting like certifications should matter to a
security industry veteran is a Bad ldea
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Security+

CompTia Security+
Entry-level general-purpose security certification

Experience Requirements  None

Format Multiple-Choice
Value to HR Medium
Value to Peers Low
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CEH

Certified Ethical Hacker
Entry-level penetration testing certification

Experience Requirements Formal training or 2 years
professional experience

Format Multiple-Choice
Value to HR Medium
Value to Peers Low
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CCNA

Cisco Certifiled Network Associate

Entry-level networking certification

Experience Requirements None

Format Multiple-Choice &
Simulation Tests

Value to HR Medium

Value to Peers Medium
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OSCP

Offensive Security Certified Professional
Mid-level penetration testing certification

Experience Requirements None

Format Live, limited-time
capture-the-flag challenge
Value to HR Medium

Value to Peers
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CISSP

Certified Information Systems Security Professional
Mid-level general-purpose security certification

Experience 5 years professional infosec
Requirements experience (waivers available)
Format Multiple-Choice

Value to HR

Value to Peers Low
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CISA

Certified Information Systems Auditor

Mid-level IT auditing certification

Experience
Requirements

Format
Value to HR
Value to Peers

5 years of professional information
systems auditing, control or security
work experience (waivers available)

Multiple-Choice

Medium
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The Aggressive Career Cycle

*Recruited: new challenges

and required skills
Recruited

Competent: able to
perform as expected with /

enthusiasm

\

*Optimized: performing all Plateaued [Competent}
duties at peak efficiency

and interest ,\

. doing the same .
tasks repeatedly with little Optimized
engagement
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Passive Marketing

* Recruiters are out there looking ... make it
easy for them to find you!

* Google yourself; know what's out there
* "How would this look to a hiring manager?”
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LinkedIn

* Primary way that recruiters find candidates

* Fill it out — Include:
— Work history
— Certifications
— Skills
— Photo
— Contact Information

Page 30



Personal Website

 Cover Letter

* Photo

* Resume

* Projects

» Contact Information
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Sean T. Malone

HOME RESUME CONTACT

Introduction

I help customers manage cyber risk through a variety of services geared towards minimizing exposure
and maximizing return on investment. I'm based in the Seattle area, but I work with clients across
the United States and internationally. My passion is working with organizations as a trusted advisor
to provide real risk redoction by identifving and remediating weaknesses in their applications,
networks, and processes. This process includes threat modeling and risk analysis in addition to
technical security assessments.

My peers and colleagues tell me that I possess a rare combination of advanced technical skill,
business acumen, client relational skills, and leadership talent. I specialize in working with clients
to determine what security services will bring the most value to their organization, then scoping,
managing, and delivering these services. I also conduct security training for clients, including
security awareness, secure coding, and security assessment trainings.

My greatest area of technical skill is manual assessment of web & mobile applications, including
penetration testing, code review, and security architecture review. My current research foeus is on the
preemptive detection of computer threat agents. Security is my hobby as well as my profession; [ am
continually learning and investigating new concepts. [ have a background in application
development and use these skills to automate and streamline security assessment tasks through new
utilities and engagement management systems.

Email: sean@seantmalone.com
Public Key: DCC8CoA7
LinkedIn: seantmalone

I hold a BS in mathematics with a computer science concentration, and I am eurrently pursuing a MS
in information security and assurance. 1 hold multiple information security certifications, including
CISSP, CISA, CCNA, CEH, CHFI, and Gz7oo.

Thanks for stopping by. Feel free to check out my resume and contact me with any questions you may
GEHTIFIED have.

CCNA

Regards,

A Sean T. Malone
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Sean T. Malone

HOME RESUME CONTACT

Email: sean@seantmalone.com
Public Key: DCCBCoA7
LinkedIn: seantmalone

+ Education

e Experience

« Skills

 Certification & Training
« Presentations

« Publications

« References

Resume

- - ]
. View PDF Version

EDUCATION

MS in Information Security & Assurance

Projected February 2013

Western Governors University, Salt Lake City, UT

BS in Mathematies with Computer Science concentration
May 2010

University of Dallas, Irving, TX

GPA: 3.92 / 4.00

EXPERIENCE

FusionX

October 2012 - Present

Principal Security Consultant
= Helping customers manage cyber risk through a variety of services geared towards

minimizing exposure and maximizing return on investment.
= Managing projects, penetration tests, and client relationships.

Coalfire Systems, Seattle, WA
July 2011 — September 2012
Senior IT Security Consultant, Team Lead
= Conducting network & application penetration testing, web application security reviews,
mobile application reviews, and source code security analysis for Fortune-500 clients
across all verticals
= Training application developers in secure coding techniques and helping to integrate
security into the software development life eyele (SDLC)

Sears Holdings Corporation, Hoffman Estates, IL
June 2010 - June 2011
Technical Specialist, Enterprise Security Attack & Penetration Team



Networking

» Conferences
 Industry organizations

Page 34



Step 6:
Maintain Access
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Fallback Plan

If | were let go tomorrow, | would ...

nat companies you would look at
nat recruiters you would talk to

no could provide a good reference
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Continual Improvement

* Don't go stale! Keep learning.
« What are the emerging trends in security?

« Change your niche as necessary ... the
market for COBOL programmers is small.

* Find and minimize your weak points.
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Soft Skills

 Be able to:

Listen Speak Write

Manage
Projects

Interview
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Questions and Discussion

S0 I SENT AN ARMY |, HOW DID YOU
OF DATA WEREWOLVES |'|] FIND AN ARMY OF
TO TRACK DOWN THE DATA WEREWOLVES?

PERPETRATORS AND
EAT THEIR ENTRAILS!

ELBONIAN HACKERS
STOLE A MILLION
USERNAMES AND
PASSWORDS FROM
OUR SERVERS,

\
\

| LINKEDIN.

Scont Adams Inc
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Dilbert. com DilbertCanoonist@gmail com
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